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ODCTE Implementation: 
 
Idle Session Time Out 
 
In order to ensure the integrity of ODCTE information assets and provide logical controls stated 
in section 7.4 of the State Information Security Policies and Procedures Guidelines manual. The 
ODCTE idle session timeouts are as follows: 
 

Oracle Systems 60 minutes 
Mainframe* None 
Workstation Screen Saver 15 minutes 
Novell Netware None 
Groupwise web-based 15 minutes 
Groupwise workstation-based None 
Heat None 
VPN Connections** None 
FTP – internal 15 minutes 
FTP – external 15 minutes 
BlackBoard None 
Cold Fusion ______ 
Perception 120 minutes 
Perception Enterprise Manager 60 minutes 
Lotus Notes*** None 

 
*Due to obsolescence, scheduled removal, limited use and hardware and software limitations, a 
mainframe session does not timeout. ODCTE relies on the workstation screen saver timeout or 
user workstation lock to secure a mainframe terminal session. 
 
**Idle Session timeouts are not implemented in the current version of OPENVPN at this time. 
VPN sessions do not timeout. 
 
***The current version of Lotus Notes is unable to set an idle session timeout parameter. Idle 
sessions are terminated nightly when the server reboots. 
 
 
 
 
 
 
 
 
 
For assistance with this policy, please contact Computer Support. 
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